NHOPOPMAIIMOHHASA NAMATKA
JJIA OBYYHAIOIHIUXCA JIA PASMEILIEHUA
HA OOPNINAJBHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOJIC)KH B HHTEPHETE CTAaHOBUTHCA OOJbIle, a
IIKOJIbHUKW OJHU M3 CaMbIX aKTUBHBIX MOJIb30BaTeneil Pynera. Mexmy
TeM, IOMHMO OI'POMHOI'0 KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET H
poOIeMbl. DTa MaMsATKa JTOJKHA TOMOYb TeOe O€30IacHO HAaXOUThCS B
CETH.

KoMmnbroTepHbie BUPYCHI

KommbroTepHbIl BUPYC - 3TO Pa3HOBUHOCTh KOMIBIOTEPHBIX TPOTPaAMM,
OTJIMYUTEILHON OCOOCHHOCTBIO KOTOPOM SBISIETCS CIOCOOHOCTh K
pPa3MHOKEHUIO. B J10MoIHEHHE K 3TOMY, BUPYChI MOTYT MOBPEAUTH WIIH
MOJTHOCTBIO YHUYTOXUTHh BCe (hailJibl U JaHHBIE, MOJKOHTPOJbHBIC
MOJIb30BATEII0, OT HMMEHHM KOTOpOro Oblja 3amyllieHa 3apakeHHas
nporpamMma, a Takke MOBPEUTh WIH JaXK€ YHUUTOXKUTH ONEPAIUOHHYIO
cucteMy co BceMH (aiimamu B 1enomM. B OonbmIMHCTBE CilydacB
pacopoCTPaHSIIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToabI 3alIUThI OT BPEIOHOCHBIX TPOTPAMM:

I. Hcrnosb3yid COBpPEMEHHBIC ONEPALNMOHHBIE CUCTEMBI, HMEIOIIUE
CEpPbE3HBIN YPOBEHB 3alIUTHI OT BPEAOHOCHBIX MTPOrPaMM;

2. IlocrossHHO ycTaHaBnuBai mayTu (IUdpPOBBIE 3aIaTKH, KOTOPbHIC
ABTOMATHYECKH YCTAHABIMBAIOTCS C IIEJIbIO JOPAOOTKH MPOTpaMMbl) U
Ipyrue OOHOBJCHHMS CBOEH omnepanMoHHOM cucTeMbl. CkaumBail HX
TOJIBKO ¢ oduruanbHoro caira paspadorunka OC. Ecnm cymiecTByer
PEXKUM aBTOMATHYECKOTO OOHOBJICHUS, BKJIFOYH €T0;

3. PaboTaii Ha cBOeM KOMMBIOTEPE MO MpaBaMu IMOJb30BATEINsI, a HE
aIMUHHUCTpaTOpa. ITO HE TMO3BOJUT OOJBIIUHCTBY BPEIOHOCHBIX
IporpaMM MHCTAJUIMPOBATHCA HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Hcnosib3yl aHTUBHUPYCHBIE NPOrPAMMHBIE NPOAYKTHI H3BECTHBIX
IIPOU3BOIUTENICH, C aBTOMAaTHUYECKUM OOHOBJICHHEM 0a3;

5. Orpanuub PU3NYECKHUI TOCTYI K KOMIIBIOTEPY JJIsI TOCTOPOHHUX JIUIL;
6. Mcnonp3yil BHENTHUE HOCUTENIM WHQOpMAIUM, TaKue Kak (Querika,
JUCK WK (ailyl U3 UHTEPHETA, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIBbIOTEPHBIC (haMIIbl, TOTYYCHHBIEC U3 HEHAJICKHBIX
UCTOYHUKOB. [{axke Te paitnl, KOTOpHIE IPUCIal TBOM 3HAKOMBIN. JIyuiie
yTOYHH y HETO, OTIIPABJISUI JIU OH T€OE UX.



Cetn WI-FI

Wi-Fi - 3170 He BUJ mepefayu JaHHBIX, HE TEXHOJIOTHUSI, & BCETO JIUIIb
opena, wMapka. Eme B 1991 romy HuaepiaHjackas KOMITAHUS
sapeructpupoBana operg "WECA", aro 0603Ha4ano caoBOCOUYETaHUE
"Wireless Fidelity", xoTopblii miepeBOAMTCS Kak '"OecrmpoBOHAsS
TOYHOCTB".

Jlo Hamiero BpeMeHHU JoIuia Jpyras abOpeBuarypa, KOoTopas sSBISETCS
TakoM ke TexHojoruei. Ito abopeBuarypa "Wi-Fi". Takoe Ha3BaHue
OBLJIO JAHO C HAMEKOM Ha CTaHAapT BhICIIEH 3BykoBOM TexHuku Hi-Fi,
YTO B MEPEBOJIC O3HAYAET ""BBICOKAsI TOUYHOCTH'.

Jla, OecmiaTHBIA HMHTEPHET-AOCTYN B Kade, OTensIX W a’pomoprax
SABJISICTCS] OTJIMYHOM BO3MOKHOCTBIO BBIXOJAa B MHTEepHET. Ho MHOTHE
AKCHEPTHI CUMUTAIOT, 4YTO oOmenoctynusie Wi-Fi cetu He sBIAOTCS
0e30MmacHBIMH.

CoseTnl 10 0e300aCHOCTH PabOTHI B 00IIEI0OCTYOHEIX ceTax Wi-fi:

1. He nepenapaii cBOr JTHYHYIO HHGOPMAIIUIO Yepe3 OOIIeT0CTyITHbIC
Wi-Fi cetu. Pabortast B HUX, XelaTeIbHO HE BBOJIUTH MApOJIHM JOCTYTIA,
JIOTUHBI U KaKUe-TO HOMEPa;

2. Ucnonb3yit 1 OOHOBIISAM aHTUBUPYCHBIC MPOTpaMMbl U OpaHaMayep.
Tem cambiM TBI oOe30macuillb ce0s OT 3aKauk¥ BHpyca Ha TBOE
YCTPOWCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkmtoun ¢yukiuo "OOmuit goctyn K
daiinam u npuntepam". JlanHass (QyHKIHMS 3aKpbiTa MO YMOJIYAHHIO,
OJIHAKO HEKOTOPBIC TOJIH30BaTENIM AaKTUBUPYIOT €€ I yI00CTBa
HCII0JIb30BaHMS B paboTe min ydeoe;

4. He ucnonb3yit nyonuunbii WI-FI g1 nmepenaun JTUMYHBIX JaHHBIX,
HaAIMpUMeED JJIS BBIXO/Ia B COIIUATIbHBIC CETH WU B DJIEKTPOHHYIO MOYTY;
5. Ucnonw3yil Tonbko 3amuiieHHoe coenunenue dyepe3 HTTPS, a e
HTTP, T.e. mpu Habope BeO-aapeca BBoaM nMeHHO "https://";

6. B moOunbHOM Tenedone otkimoun Gynkuuto "[loakmtouenne k Wi-Fi
apToMatuuecku'". He pgomyckail aBTOMAaTHYeCKOrO MOJKIHOYEHMS
ycTporicTtBa K cetsiMm Wi-Fi 6e3 TBoero coriacus.

ConunaJjbHbIE CeTH

ComaibHbl€ CETH aKTUBHO BXOJAT B HaIlly XW3Hb, MHOTHUE JIOIU
paboTaroT M )KUBYT TaM MOCTOSTHHO, a B Facebook yke 3apeructpupoBan
MWJIJIAAPJ YEJIOBEK, 4YTO SBJISIETCS OJIHOM CEIbMOM BCEX JKHUTEJEHU
IJaHeThl. MHOTHE MOJIb30BaTeIM HE IOHMMAKOT, 4TO HHQpOpMAaIus,
pa3MeIleHHas MMU B COIMAIBHBIX CETAX, MOXKET OBITh HalJeHa H
HCIIOJIb30BaHa KEM YIOJHO, B TOM 4YHCIIE HE 00s3aTelbHO ¢ Olarmmu



HaMEPEHUSIMHU.
OCHOBHBIE COBETHI 110 0€30MaCHOCTU B COITUATBHBIX CETSIX:

1. Orpannub cnucok napy3ei. Y TeOs B Jpy3biIX HE JIOIKHO OBITh
CIIy4YalHBIX U HE3HAKOMBIX JIIOJICH;

2. 3ammmiaii CBOIO YacTHYIO Ku3Hb. He ykaswiBail maposu, TenedoHsi,
ajpeca, JaTy TBOETO POXACHUS W JIPYTYIO JHUYHYIO HHGOPMAIIHIO.
37I0yMBINIIJIEHHUKHA MOTYT UCIIOJIB30BaTh Aaxe UHGOPMAIIMIO O TOM, KaK
Thl U TBOU POJAUTEIIH MIAHUPYETE MPOBECTU KAHUKYJIBL;

3. 3amuimai CBOIO PEMyTaIuio - JEeP)KU €€ B UMCTOTE W 3ajJaBail ceOe
BOIIPOC: XOTEN ObI ThI, YTOOBI APYTUE€ TMOJb30BATEIM BUJEIH, YTO ThI
3arpysaenib? [logymaii, mpexae uem 4To-To onmyOJIMKOBaTh, HAIUCATh U
3arpy3uTh;

4. Ecny ThI TOBOPHIILB C JIKOJbMH, KOTOPBIX HE 3HACIIb, HE HUCIIOJIb3YU
CBO€ peallbHOE UMS W JPYTyl JUYHYI0 HHGOpPMAIMU: UMS, MECTO
KHUTEIbCTBA, MECTO YUeObI U MpoYEe;

5. N36eraii pazmernienns dhororpaduii B UaTepHeTe, riae Thl H300pakeH
Ha MECTHOCTH, 110 KOTOPO MOYHO ONPEAECIUTh TBOE€ MECTOIOJIOXKECHUE;
6. Ilpu perucrparu B COUHMAIBLHOM CETH HEOOXOJIMMO HCIIOJb30BaTh
CJIO’KHBIC TIAPOJIH, COCTOSIIIIME U3 OYKB U 1P U ¢ KOJTUIECTBOM 3HAKOB
HE MEHee §;

7. Jmg comuanbHOW CETH, TMOYTHI W JPYyTHX CaWTOB HEOOXOIUMO
UCIIOJB30BaTh pa3Hbie Mapoiu. Torma eciau TeOS B3JIOMAOT, TO
3JIOYMBIIIUIEHHUKH MOJIy4YaT JIOCTYM TOJIBKO K OJTHOMY MECTY, a HE BO BCE

cpasy.

DJIeKTPOHHBbIE I€HbI'H

DNEeKTPOHHBIE JCHBIU - 3TO OYE€HBb yJAOOHBINA CIOCOO TIaTeX)eu, OJHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPHIEC XOTAT MOTYIUTh ITU JICHBTH.
DNeKTPOHHBIE ICHBI'U MOSIBUJIUCH COBCEM HEJIABHO U UMEHHO MU3-3a 3TOTO
BO MHOTHX TOCY/IapCTBaX J0 CUX MOP HE MPOIMKCAHO PO HUX B 3aKOHAX.
B Poccuu e onn (QyHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE,
r7Ie UX pa3AeisiioT Ha HECKOJIBKO BUOB - aHOHUMHbBIC M HE aHOHUMHBIE.
PasHuiia B TOM, 9YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3periaerTcs
OpPOBOAUTH omepanuu 0e3 UASHTU(PUKAIMA TIOJh30BaTENsA, a B
HEaHOHUMHBIX UJCHTU(PUKAIIUS TT0JIH30BATENS SBJISIETCS 00I3aTeIBHOM.
Taxke ciemyer paznuyaTh JJIEKTPOHHBIC (UaTHBIE AEHbIU (pPaBHBI
rOCYJIapCTBEHHBIM BJIIOTaM) W JJICKTPOHHBbIE HedHUaTHBIEC NEHBIU (HE
PaBHBI TOCYJJAPCTBEHHBIM BAJTIOTaM).

OcCHOBHBIE COBETHI 110 Oe30macHON paboTe C AIECKTPOHHBIMU JECHbIaMMU:
1. IlpuBsxu Kk cyeTy MOOWIBHBIN TeiaedoH. DTO camblii yAOOHBIA U
OBICTPBIN CITOCOO BOCCTAHOBUTH JAOCTYI K cuety. [IpuBsizanubiii TenedoH



MOMOXET, eclii 3a0yjellb CBOM TJIATEKHBIM MapoJib WM 3aijeIb Ha
CaliT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonw3yin ogHopaszoBbie mapoiu. [lociae mepexoja HAa yCHICHHYIO
aBTOpM3aIMI0 TeOe yKe He OyAeT YrpoXkaTh OIMACHOCTh KpaXu WU
nepexpara IIaTEeXXHOTO MapoJis;

3. BeiOepu cioxHbIN Mapois. [IpecTynHukam OyaeT HE MPOCTO yrajaaTh
CJIOXHBIN napoib. HajexHbie mapoiu - 3T0 napoan, KOTOPbIE CONEPHKAT
HE MEHEee 8 3HaKOB M BKJIIOYAIOT B C€0SI CTPOUHBIC U MPOIMUCHBIE OYKBBHI,
mupsl ¥ HECKOJIBLKO CHMBOJIOB, TaKMe Kak 3HaK Jojuiapa, ¢yHTa,
BOCKJIMIIATENIbHBIN 3HaK u T.11. Hampumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JAHHBIC HA CANTAX, KOTOPBIM HE JJOBEPSCIIIb.

DJIeKTPOHHAS MOYTA

DJIEKTPOHHAS MOYTa - 3TO TEXHOJIOTHS U MPEIOCTaBISIEMbIEC €10 YCIyTH
MO TIePECHhUIKE U TOJYUYECHHUIO DJIEKTPOHHBIX COOOIIEHUN, KOTOpPHIC
pacupeaeasoTcs B KOMIbIOTEpHOM ceTH. OOBIYHO 3JICKTPOHHBIM
MOYTOBBI SIITUK BBITJISIIAT CJIEIYIOIIUM oOpazom:
UMsI_TIOJIb30BATEISI(@UMS_JIOMEHa. Takke KpoMe Mepesayu MPOCTOro
TEKCTa, UMEETCS BO3MOXKHOCTh NIepeiaBaTh (hailibl.

OcCHOBHBIE COBETHI 110 0€30IMaCHON PadOTE € DIEKTPOHHOM ITOYTOM:

1. Hamo BBIOpaTh mpaBWIBHBIN MOYTOBBIA CepBUC. B mHTEpHETE ecTh
OTPOMHBIM BBHIOOP OECIUIATHBIX TOYTOBBIX CEPBUCOB, OJHAKO JIyYIIe
JIOBEPATH TEM, KOTO 3HACIIb U KTO MEPBBIN B PEUTUHTE;

2. He ykaspiBali B JUYHOM mouTe JU4HYr wHbopMamuio. Hampumep,
dydiie BbIOpaTh "My3bikanbHBIN (aHaT@" wiaum "pox2013" BMecTo
"Temal3";

3. Mcnonb3yi ABYXATAaMHYI aBTOPH3AIMI0. DTO KOT/Aa MTOMUMO HapoJis
HYHO BBOJIUTH KOJI, MPUCHUIAeMbIil 10 SMS;

4. Beibepu cloXHBIN Taposib. JJIsT Ka)KI0ro MOYTOBOTO SIUKA JOJDKEH
OBITh CBOM HAJIC)KHBIM, YCTOMUUBBIN K B3JIOMY MapOJIb;

5. Ecan ecThb BO3MOXKHOCTh HAIMCAaTh CaMOMY CBOHM JIMYHBIA BOIIPOC,
UCTIOJIB3YH 3Ty BO3MOXKHOCTB;

6. Mcronp3yli HECKOJBKO MOYTOBBIX SIIUKOB. llepBbIi 11 4YacTHOU
NEPEeNUCKU C aJpecaraMu, KOTOPhIM Thl TOBEPSCIIb. DTO AIEKTPOHHBIN
aJpec HEe HAJI0 UCIIOIB30BATh MPU PETUCTPAIIMU HA (OopyMax U calTax;
7. He oTkpbiBait Gaiiiabl U Ipyrue BIOKEHUS B MUChMaX, JIaXKE €CIIU OHU
HOPUIILIA OT TBOUX Apy3eil. Jlydiie yTouYHM y HUX, OTHPABJISIIN JIM OHU
Tebe 3Tu (aiiisl;

8. Ilocie oxoHuanusi pabOTHI Ha TTOYTOBOM CEPBHUCE TEpe] 3aKPHITHEM
BKJIAJIKU C caliTOM HeE 3a0ybp HakaTh Ha "Beiiitu".




KubepOysIMHT UM BUPTYaJIbHOE U3/1€BATEJIbCTBO

KubepOymauHr - mpeciaenoBaHue COOOMICHUSIMHU, COJCpKAITUMH
OCKOpOJICHHUSI, arpeccuro, 3amyruBaHUE; XYJIUTAHCTBO; COIMATIBLHOE
OOMKOTHPOBAHUE C TIOMOIIBIO PA3IUYHBIX HHTEPHET-CEPBUCOB.
OcHOBHBIE COBETHI MO OOPHOE ¢ KHOSPOYIITMHIOM:

1. He 6pocatics B 60ii. JIyummuii crioco0: mMoCcOBETOBATHCS Kak ceOsl BECTH
U, €CJI HET TOr0, K KOMY MOKHO OOpaTUTHCS, TO BHAYAJIE YCIIOKOUTHCS.
Ecnu T HauHEIb OTBEYATH OCKOPOJICHUSIMHU Ha OCKOPOJIEHUS, TO TOJIBKO
erie O0JIbIIe Pa30XKeITb KOHPIUKT;

2. Yrpansii cBoel KubeppenyTaiuei;

3. AHOHUMHOCTH B ceTu MHUMasl. CyIlIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He ctout BecTH XyJIUTAHCKUN 00pa3 BUPTyadbHOU KU3HU. IHTEepHET
buKcUpyeT BC€ TBOM JCHCTBHUS M COXpaHsSET UX. YIIUTh UX OyJer
KpalHe 3aTPYJAHUTEIIBHO;

5. CobGaroaii CBOIO BUPTYAJIBHYIO YECTh CMOJIONAY;

6. UrHopupyil enuHUYHBIM HeraTuB. OJXHOPA30BBIE OCKOPOUTEIbHBIC
COOOIIIeHUS JTyullle UTHOpUpoBaTh. OOBIYHO arpeccus MpeKpamiaeTcs Ha
HayaJabHOU CTAJIMU;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMU COOOIIICHUSIMU,
B COIMAIBHBIX CETSIX €CTh BO3MOKHOCTh OJOKUPOBKH OTIPABKHU
COOOIIIEHUH ¢ OTIPEICTICHHBIX aJ[PECOB;

8. Ecmu 1hl cBumerens kuOepOysuimHra. TBOM NEUCTBUS: BBICTYNHUTH
MPOTHUB MPECIEIOBATEN S, IOKA3aTh €EMY, YTO €0 JIEUCTBUS OLIEHUBAIOTCS
HETraTUBHO, MOJJIEPXKATh JKEPTBY, KOTOPOM HY)KHA TMCUXOJIOTHYECKas
MTOMOII[b, COOOITUTH B3POCIBIM O (paKTE arpeCCUBHOTO MOBECHUS B CETH.

MooOuabHbIi TeaedoH

CoBpemeHHbIe CMapT(QOHBI W IUIAHIIETHI COAEpKaT B ceOe BIIOJHE
B3pOCIBIN (YHKIIMOHAJA, M TENeph OHU MOTYT KOHKYpPHUPOBaTh CO
CTallMOHAPHBIMU KOMIblOTepamu. OJHAKO, CPEACTB 3allUThI JJIs
MOJOOHBIX YCTPOMCTB IIOKa OYE€Hb Majlo. TecTHUpOBaHME M IIOUCK
YA3BUMOCTEW B HUX MPOUCXOJNUT HE TaK MHTEHCUBHO, Kak s 1K, To xe
caMoOg€ KacaeTcsi U MOOUJTbHBIX MPUITOKEHUM.

CoBpemeHHbIE MOOWJIbHBIE Opay3epbl yxXKe MPaKTHYECKH JIOTHAIU
HACTOJbHBIC aHAJOTH, OJHAKO pacliupeHue (PyHKIIMOHATIa BJICUET 3a
c00011 OOIBITYIO CI0KHOCTh M1 MEHBIIYIO 3aITUIIICHHOCTbD.

Jlaneko He Bce MPOU3BOIUTENIH BBITYCKAIOT OOHOBJICHUS, 3aKPhIBAIOIIIHE
KPUTUYECKHE YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJIs1 0€30MaCHOCTH MOOUIIBHOTO TenedoHna:



Huuero He siBisieTcss mo-HacTosiiieMy OecruiaTHbIM. Byabs ocToposkew,
Bellb Korja Te0e mpearaoT OecriaTHbIM KOHTEHT, B HEM MOTYT OBITh
CKPBITHI KaKUE-TO IJIATHBIC YCIYTH;

Hdywmaii, npexnae dyem oTnpaBuTh SMS, ¢oto unu Buaeo. Thl TOUYHO
3HAEIIb, TJI¢ OHU OYIyT B KOHEYHOM UTOTE?

Heob6xo1numMo 00HOBIISITE OIIEPAIMOHHYIO0 CUCTEMY TBOETO cMapT(oHa;
Wcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JJIs MOOUIIBHBIX TeIe(POHOB;

He 3arpy»xaii mpuioXxeHus OT HEM3BECTHOTO UCTOYHHKA, BE/Ib OHU MOTYT
cojiep’kaTh BPEIOHOCHOE MPOrpaMMHOE 00eCTICUEHNUE;

ITocne TOro kak Tbhl BBIMAEHIL C CAWTa, TAE BBOJAWJI JIMYHYIO
nH(pOpMAaIIHIO, 3211 B HACTPOUKH Opay3epa B yaanu cookies;
[lepuonuuecku MpoBepsiii, Kakue IUIATHBIC YCIYyTd aKTUBUPOBAHBI Ha
TBOEM HOMEPE;

JlaBaii cBOi1 HOMEP MOOUIIBHOTO TeJie(hOHA TOJBKO JIFOASM, KOTOPBIX ThI
3HAEIIb U KOMY JIOBEpSCIIb;

Bluetooth momxeH ObITH BBHIKJIIOUEH, KOTJa Thl UM HE TOJb3yelnibes. He
3a0bIBall MHOTJA TIPOBEPATH ITO.

Online urpsi

CoBpeMEHHbBIE OHJIAMH-UTPBI - H3TO KPACOUHBIE, 3aXBATHIBAIOIIUE
pa3BieyeHusi, OObEIUHSIONINE COTHU THICSY UYEJIOBEK MO BCEMY MUPY.
Urpoku wuccrnenyroT MaHHBIH WM MHUP, OOIIAIOTCA APYr C JPYTroM,
BBITIOJIHSIOT 3aJIaHUs, CPAXKAKOTCS C MOHCTPAMHU M IMOJIy4arOT OMBIT. 3a
yAOBOJILCTBHE OHU TUIATAT: MOKYMAIOT JUCK, OTJIAYMBAIOT aOOHEMEHT
WU TIPUOOPETAIOT KaKUe-TO OTIIUH.

Bce aTu cpenctBa Myt Ha MOJJIEp)KAHUE U PA3BUTUE UTPHI, a TAKKE HA
caMy 0O€30MacHOCTh: COBEPIICHCTBYIOTCSA CHUCTEMBI aBTOPHU3AIUU,
BBITTYCKAIOTCSl HOBbIe maT4yu (UUGPOBBIC 3aIUIATKUA JUISI MPOTPaMM),
3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Urpax CTOUT OMAacaThCs HE CTOJIBKO CBOMX COIEPHUKOB,
CKOJIbKO KpPaXM TBOEro Mapojsi, Ha KOTOPOM OCHOBaHAa CHCTEMA
aBTOpHU3aIMU OOJBITUHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30MaCHOCTH TBOETO UTPOBOTO AKKAyHTA!

1. Eciu npyroil wurpok Bemer ceOs IJI0OXO WM CcOo37aeT Tede
HEMPUSITHOCTH, 3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Ioxanyucs agMUHHUCTpPATOpaM HIPbl HA IJIOXOE ITOBEIECHUE 3TOTO
UTPOKA, >KEJIATEIbHO MPWIOKUTh KaKUEe-TO J0KAa3aTeIbCTBA B BHUJIEC
CKPHUHOB,;

3. He yxa3piBaii TuuHy0 nH(POpMaIMio B podaiiie urpol;

4. YBaxkal Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBai HeopuumaabHbIC TATYU U MOJIBI;



6. VIcriosib3y¥ CII0KHBIE U PA3HBIE MAPOJIH;
7. Jlaxe BO Bpems WUIPbl HE CTOUT OTKJIHOUYaTh aHTUBHUpPYC. Iloka ThI
urpaelib, TBOM KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIUHT WIH KpaKa JIUIHBIX JaHHbIX

OOBIYHON KpaXkel JeHer U JOKYMEHTOB CETOJHS YK€ HUKOTO HE
YAUBUIIIb, HO C Pa3BUTHEM HHTEPHET-TEXHOJOTUN 3JI0YMBIILICHHUKH
MEPEMECTIIINCh B MHTEPHET, M MPOJOJDKAIOT 3aHUMAThCS '"TH0O0MMBIM"
JEJIOM.

Tak mosiBuIach HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WX (UILIUHT,
IJIaBHAsI 1I€JIb KOTOPOTO COCTOUT B TOJYUYCHHH KOH(PUIACHIIMAIHHBIX
JAHHBIX ITI0JIb30BATEJIEN - JOTMHOB W mapoJsied. Ha aHrmmickom si3bike
phishing uutaercsa kak ¢umuHr (ot fishing - priOHas nosis, password -
apoJib).

OCHOBHBIE COBETHI 110 00PHOE C HUITMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciiu ThI 110103peBaelilb, 4TO TBOS aHKETa
OblJla B3JIOMaHa, TO HEOOXOAWMO 3a0JIOKUPOBATH €€ M COOOIIUTH
aIMUHHUCTpATOpaM pecypca 00 3TOM KaKk MOXKHO CKOpee;

2. Hcnonw3yit Oe3omacHble BeO-CaiiThl, B TOM 4YHCJE, HHTEPHET-
Mara3uHOB U MOMCKOBBIX CUCTEM;

3. Wcnonp3yii CIOXKHBIE U pa3HbIe Mapoiau. Takum oOpa3om, eciiu Teos
B3JIOMAIOT, TO 3JIOYMBINUICHHUKN TOJydYaT JOCTYI TOJBKO K OJHOMY
TBOEMY NPOQUIIO B CETH, a HE KO BCEM;

4. Ecniu 1ebst B3JIOMaIM, TO HEOOXOAMMO MNPEAYNPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOpPBIC J0OaBIEHBI y TEOS B APY3bAX, O TOM, YTO TeOs
B3JIOMaJIM U, BO3MOXKHO, OT TBOETO MMEHU OYyJIET pacchuiaThCs CIiaM U
CCBUTKU Ha (UIIIUHTOBBIC CANTHI;

5. YcranoBu HaaexHslit naposb (PIN) Ha MoOunbHBIN TenedoH;

6. OTKIII04YM COXpaHEHUE MapoJsi B Opaysepe;

7. He oTkpbiBait Gaiiibl U Ipyrue BIOKEHUS B MUChMaX, JIaXKe €CIIU OHU
OPUIIUIK OT TBOMX JApy3ei. Jlydine yTOUHH y HUX, OTIPABISUIH JU OHU
Tebe 3Tu (paiiisl.

Mudposas penyrauus

[udposas pemyTaius - 3TO HETaTUBHAS WM MO3UTUBHASI HHOOpPMAITUS B
cetu o Tebe. Kommpomerupyromas wuHopmalus, pa3MmelieHHas B
UHTEPHETE, MOXKET CEPhEe3HBIM 00pa30M OTPA3UTHCS HA TBOEH peaabHOU
xu3uu. "lludpoBas pemyramus" - 3TO TBOM HMHUK, KOTOPBIM
dbopmupyercs u3 uapopmalr o Tebe B UHTEPHETE.

TBoe MecTO JXUTEIbCTBA, y4yeObl, TBOE€ (PUHAHCOBOE TMOJOXKEHUE,



0COOEHHOCTH XapaKTepa U pacckasbl 0 OJU3KUX - BCE OTO HAKAIIJIUBACTCS
B CETH.

MHorue noapoCcTKu JETKOMBICJICHHO OTHOCSTCS K MyOJUKAIUKM JIUYHOU
uHpopmanuu B IHTepHETE, HE TTOHMMAasi BO3MOKHBIX MOCASACTBUM. ThI
Jla’Ke He CMOXKEITb JI0rajaThcsi 0 TOM, 4To (oTorpadus, pazMerieHHas 5
JIET Ha3aj, cTajga MPUYNHON OTKa3a MPUHSATH TeOsT Ha PaboTy.
Kommenrtapuu, pasmenienue TBoux ¢ororpaduii U Apyrue IeUCTBUS
MOTYT HE HMCYE3HYTh Ja)e€ IMOCIe TOro, Kak Thl MX yJalulllb. [bl HE
3HAeIb, KTO COXpaHWI 3Ty MH(OpMaIuio, momnaja Jd OHa B MOUCKOBBIC
CHUCTEMBbI U COXpaHWJACh JIU OHA, a TJaBHOE: YTO MOIyMalT O TeOe
OKPYXaIOIUE JIIOAA, KOTOPblE HAWAYT W yBUAAT 3T0. Hautm
HH(GOPMAIIMIO MHOT'O JIET CIYCTS CMOXKET JIF000M - Kak M3 J0OPBIX
NOoOYXKJIEHUH, TaK U C HAMEPEHUEM MPUYUHUTH BPed. ITO MOXKET OBbITh
KTO YT'OJTHO.

OCHOBHBIE COBETHI IO 3aIIUTE UPPOBON PEMyTaALIUH:

1. Ilogymaii, ipexksie ueM 4To-TO MyOJMKOBaTh U Tepe/laBaTh y ceOs B
OJ10Te MJIY B COITMAILHOM CETH;

2. B nHactpoiikax npodusis yCTaHOBH OTPAHUYEHHUS HA MPOCMOTP TBOETO
poHIS U €r0 COJICPKUMOTr0, CASIal ero TOJbKO "I apy3ei';

3. He pasmemaii u He ykaspIBail MH(OpPMAIIUIO, KOTOpPask MOXKET KOTO-
100 OCKOPOJISITH MIIM OOMKATh.

ABTOpCKOE MPaBo

CoBpeMeHHbIC IIKOJBHUKU - AKTUBHBIC TOJIb30BAaTEIN IU(PPOBOTO
npocTpaHcTBa. OIHAKO JaJIeKo HE BCE 3HAIOT, YTO MOJIb30BaHNE MHOTUMU
BO3MOXXHOCTSIMH 1UGPOBOrO MHpa TpeOyeT coOMoAeHUsS TpaB Ha
WHTEJJIEKTYyJIbHYIO0 COOCTBEHHOCTb.

Tepmun "uHTEIIEKTyadbHAsA COOCTBEHHOCTh'" OTHOCHTCS K Pa3IMIHBIM
TBOPCHMSIM YEJIOBEUECKOTO0 yMa, HAYWHAs C HOBBIX H300pETEHUN W
3HAaKOB, 00O3HAYAIOIIUX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH, H
3aKaH4YMBas KHUTaMH, doTorpadusamu, KUHO(PUITbMaMU U
MY3bIKaJTbHBIMU MPOU3BEACHUSIMU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha
MPOU3BEJICHUS] HAyKH, JUTEpPaTyphbl M HCKYyCCTBa. ABTOPCKHUE IIpaBa
BBICTYIIAIOT B Ka4ueCcTBe rapaHTuu TOTO, qTO
WHTEJIJICKTYaIbHBIN/TBOPUECKUM TPY/T aBTOPA HE OyAET HAPaCHBIM, J1acT
eMy CIpaBeJIMBbIC BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOETO
TpyJda, TMOJIYYUTh U3BECTHOCTh W TpusHaHue. Hukto 0e3 paszperieHus
aBTOpa HE MOXET BOCIPOU3BOJIUTH €r0 TPOU3BECHUE, PACTIPOCTPAHSTD,
nyOJIMYHO JIEMOHCTPHUPOBATh, MPOJaBaTh, UMIOPTUPOBATH, MyCKaTh B
npokar, MyOJWYHO HCIOJIHAThH, MOKA3bIBATH/UCIOIHATh B 3QUpEe WU



pa3memiars B UHTEpHETE.

Ucnonb3oBanue "mupaTckoro" MpOrpaMMHOTO OOECTICYEHUS] MOXKET
IMPUBECTH K MHOTUM PUCKAM: OT MOTEPHU JTAHHBIX K TBOUM aKKayHTaM JI0
OJIOKUPOBKM TBOEr0 YyCTPOWCTBa, TIJ€ YCTAHOBJIEHA HeJerajabHas
nporpamma. He crout takke 3a0bIBaTh, UTO CYIIECTBYIOT JieTajdbHbBIC U
OecriaTHBIE TPOTPAMMBI, KOTOPBhIE MOKHO HAWTH B CETH.

O nopraJge

CeteBUUYOK.p - TBOM TJIaBHBIM COBETUMK B CETH. 37€Ch Thl MOMXKEIIb
y3HaTh O 0€30MAaCHOCTH B CETHU MOHATHBIM U JOCTYITHBIM SI3bIKOM, & MPH
BO3HUKHOBEHHH KPUTUUYECKOW CHUTyallu OOpaTUTHCS 3a COBETOM. A
TaKXK€ TMPUHATH Y4YacTHE B KOHKypcax M CTaTh CaMbIM ITU(POBBIM
rpaxJaHuHOM !



